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ABSTRACT

In a world of ever-
advancing
cyberattacks, static
defenses are
powerless against
dynamic  attacks.
Self-healing,
autonomous cyber-
agents
deep

defense
with

reinforcement

learning (DRL) as
their feature offer
robust and
adaptive  security
by identifying,

containing, and
healing
attacks in  the
absence of

igelnn!

extensive human
intervention. This
work poses the
question: Can DRL-
based
automatically

defend and self-

agents
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heal multiple networks in realistic adversary environments? We introduce a
hierarchical DRL approach and apply it in CybORG++ scenarios, breaking down
defense activities detection, isolation, and recovery into sub-policies of experts
controlled by a master policy. Our experiments with various adversary scenarios,
including APT-style stealthy attacks, demonstrate that our agents outperform flat
policies by 15-25% better recovery times, 30% better false positives, and better clean
host ratios maintenance. Moreover, transformer network-based entity-based DRL
possesses stronger zero-shot generalization across unseen network topologies
than MLP-based agents. Simulations show agents recovered around 90% of the
crashed nodes in specified recovery windows, validating system-level robustness.
Nevertheless, there are still certain limitations: simulated environments lag behind
real-world complexity, and DRL agents represent high-training-cost entities in terms
of heavy logging infrastructure. These work counters in three respects: (1) an
empirically validated self-healing agent for supplying complete-spectrum cyber
protection across a hierarchical topology; (2) experimentation with network
scenario generalizability; and (3) an end-to-implement autonomous defense system
for high-value systems and enterprise networks. This is a landmark step in cyber
defense and an economical, smart, and feasible vision for future self-healing
security infrastructure.

Keywords: Autonomous Defense Agents, Deep Reinforcement Learning,
Entity-Based DRL, Hierarchical DRL, Network Resilience, Self-Healing
Cybersecurity, Stealthy Adversaries, Transformer Policy, Zero-Shot
Generalization

Abbreviations and Their Meanings

Abbreviation = Meaning

A2C Advantage Actor-Critic (a type of reinforcement learning algorithm)

AICA Autonomous Intelligent Cyber-defense Agent

AUC Area Under the Curve (used in resilience/time-based performance metrics)
APTs Advanced Persistent Threats

ARL Army Research Laboratory

CAN Controller Area Network (used in vehicle systems)

CAGE Cyber Autonomy Gym for Experimentation

DDPG Deep Deterministic Policy Gradient

DQN Deep Q-Network
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Abbreviation

Meaning

DRL

Deep Reinforcement Learning

ELK Elasticsearch, Logstash, Kibana (used for logging and monitoring)

FPR False Positive Rate

GAT Graph Attention Network

GNN Graph Neural Network

ICS Industrial Control Systems

IDS Intrusion Detection Systems

loT Internet of Things

LLM Large Language Model

MARL Multi-Agent Reinforcement Learning

MDP Markov Decision Process

MLP Multi-Layer Perceptron

MTD Moving Target Defense

OEL Open-Ended Learning

POMDP Partially Observable Markov Decision Process

PPO Proximal Policy Optimization

RL Reinforcement Learning

SDN Software-Defined Networking

TD3 Twin Delayed Deep Deterministic Policy Gradient
Introduction

yber-attacks intensify with frequency, sophistication, and scale, ranging from

automated malware attacks to elusive advanced persistent threats (APTs), as

serious threats to the critical infrastructure and enterprise networks (Palmer et al.,
2023; Abouhawwash, 2024). Traditional defense mechanisms, such as signature matching
detection and rule-based systems, are becoming more and more reactive and unable to
match the speed and nimbleness of the adversaries (Michaels, 2024). This grim challenge
has created wide interest in autonomous, self-repairing cyber defense agents with
proactive real-time adaptation capabilities.
Reinforcement learning (RL), and even more so its deep learning variants, presents a
promising future direction (Palmer et al., 2023; Abouhawwash, 2024). RL agents learn to
solve problems through world interaction learning, enabling them to develop defense
strategies that maximize cumulative rewards, such as maintaining system integrity and
availability (Dutta et al., 2023; MDPI, 2023). Deep Q-networks, policy gradients, actor-critic
techniques, and Proximal Policy Optimization (PPO) have exhibited promising starts in
cyber-defense use, particularly in oT and network incident response (Michaels, 2024; Ren,

TUSRAT

Jin, Niu, & Liu, 2025; Dutta et al., 2023).
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Despite these advancements, three interdependent concerns persist to hinder large-scale
deployment:

1. Scalability & Generalization: Traditional RL models (e.g., MLP-based) have static
input/output spaces and are not easily scalable to dynamic real-world scenarios with
varying network topologies—a limitation in mission-critical contexts (Symes
Thompson, Caron, Hicks, & Mavroudis, 2024).

2. Explainability & Trust: Decision-making interpretability is required for auditing
autonomous agents, or else they will remain hard to audit and less palatable in
mission-critical contexts. While causally aware agent research (e.g., causal reward
functions in PPO) is promising, cybersecurity-specific use cases are underway
(ScienceDirect, 2024).

3. Adversarial Adaptation & Multi-Agent Dynamics: Static RL policies have difficulty
adapting whenever attackers evolve. Hierarchical and multi-agent RL models are
promising but are without constraint in dealing with non-stationarity, sparse
rewards, and partial observability (Singh et al., 2024; Dutta et al., 2023; MDPI, 2024).

Research Gap

These challenges pose a special demand for an end-to-end solution: an RL-defense agent
that scales to varied topologies, is understandable using causal reasoning, and learns
continuously in adversarial, multi-agent settings.

To fill this void, we formulate three primary questions:

* Does a transformer-based RL architecture with an entity-based structure generalize
defense over a variety of network topologies?

* Does model-based planning integration with causal inference improve interpretability
as well as policy credibility?

* How does continuous training in dynamic, competitive multi-agent simulations
compare to static models?

To respond to these queries, we created:

* Atransformer-based entity-level RL agent trained under the Yawning Titan simulation
setting (Symes Thompson et al., 2024).

= A causal planner hybrid agent that incorporates model-based modules and reward
shaped by structural causal models for explanatory purposes (ScienceDirect, 2024).
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* Hierarchical multi-agent self-healing setting, motivated by Singh et al. (2024), where
defender agents are retrained continuously in reaction to adaptive attackers.

Contributions

The work has four main contributions:

* Scalable Defense through Entity-Based RL: Attained zero-shot generalization on 15—
50 node topologies.

* Causally Interpretable Defense Policies: Enabled domain experts to track and verify
decision explanations.

* Adversarially Resilient Agents: lllustrated the fact that continuous retraining within
multi-agent settings outperforms static baselines under dynamic threats.

* Reproducible Evaluation Pipeline: Delivered an extensible architecture validated by
high-fidelity cyber-range tests, enabling community uptake.

Significance

This research is a step toward trustworthy, autonomous cyber defense systems suitable
for deployment in the real world. Through the integration of scalability, interpretability,
and adaptability, we move away from reactive defense strategies to astute agents that
can defend critical infrastructure within intricate environments.

Autonomous Cyber-Defense Agents and Self-Healing Network Security

Modern networks are facing more and more advanced cyberattacks - for instance,
cybercrime losses rose to $1.5 trillion in 2019 and are projected to reach an estimated
$9.5 trillion in 2024. Critical infrastructures (power, finance, health, etc.) need to maintain
uptime all the time, but security incidents can be disastrous. Meanwhile, cybersecurity
professionals are outnumbered by threats. These trends have also inspired research on
autonomous defense agents — computer programs that identify, diagnose, and cure
threats independently with minimal or no human intervention. In this instance, self-
healing network security describes networks that can "perceive and correct faults or
issues automatically, without the intervention of human beings." For instance, an
autonomous system may see an intrusion into a subnet and subsequently reconfigure
firewalls or quarantine the infected portion in order to suppress the threat. The
Autonomous Intelligent Cyber-defense Agent (AICA) paradigm is such a vision: AICA is "a
software agent that resides on a system and is responsible for defending the system
against cyber compromises and enabling response and recovery of the system, generally
autonomously.” That s, these agents not only must sense anomalies, but also act to repair

TllsnnT E-ISSN 3026-8095
P-ISSN 3027-1991




AUGUST, 2025 EDITIONS. INTERNATIONAL JOURNAL OF:
SCIENCE RESEARCH AND TECHNOLOGY VOL. 9

system health. Reinforcement learning (RL) is precisely what's needed because it learns
by trial and error: an RL agent acts repeatedly in its environment (in this case, the
network), rewarded or punished on the basis of the results of its actions. According to
Wang et al., RL "mimics human learning strategies" because it learns from experience.
This allows agents in cybersecurity to learn to respond to new attack patterns without
being specially programmed to address each situation.

This field of autonomous RL-based cyber defense is both socially relevant and technically
challenging. Adaptive, automated defense would limit the detection-to-remediation
window by orders of magnitude. In mission-critical applications, such as protecting an
intelligent power grid or a trusted vehicle network under assault, milliseconds matter, and
human reaction is too slow. Self-healing networks envision greater uptime and
robustness, unloading precious security experts on strategy. But Al usage of networks
also creates concerns about control and safety, which we address below. This review
outlines the development of the research area, major controversies, and recent peer-
reviewed results, concentrating on the last 5-7 years of studies.

Historical Context and Development

Early network protection was highly manual: system administrators would apply static
signatures and rules to prevent known malware. Autonomic computing ideas (e.g., IBM's
autonomic management systems), beginning in the 2000s, began to propose the concept
that networks could automatically detect faults and tune themselves. In 2014, as an
example, Hwang et al. present a self-healing 5G system that automatically detects faults
and adjusts services to offer availability. This period also witnessed the emergence of
classical machine learning for intrusion detection — anomaly classifiers and detectors that
signal threats, but mainly let humans sort out the mess.

Active autonomous defense has been the trend of late. Between 2016-2020, efforts such
as NATO's AICA working group and DARPA's initiative (e.g., the MINC program for self-
healing networks) made formal architectures for smart agents official. Kott (2023) tells us
that the "future of cyber-defense and cyber resilience will be heavily dependent on
autonomous, artificially intelligent (Al) agents." The five agent functions of AICA (sensing,
planning, collaboration, execution, and learning) are likewise defined to an RL agent cycle
in the NATO reference model. Feasibility was shown with initial work: e.g., Foley et al.
(2022) taught an RL "blue team" to defend a 13-host network against two APT-style red
agents and discovered the agent was able to "reliably defend continual attacks" even
when one of the agents was fully aware of the system. Raio et al. (2023) defended a
vehicle CAN bus with RL, here offering defense by maximizing cyber-resilience (keeping
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the vehicle running in an attack). These experiments proved RL's utility, rendering
defense agents "doers rather than watchers" in the process.

With regard to the last couple of years' research, there has been an expansion along
different avenues. Testbeds (e.g., industrial control testbed Yawning Titan) and
competition-based platforms (e.g., ARL's CybORG/CAGE challenges) have been created.
The entity-based RL paradigm (2024 ) redescribes a network as a collection of entities and
allows for generalization across topologies. In summary, recent autonomous defense
research integrates ideas from reinforcement learning, graph/network modeling, and
moving-target/self-healing networks, founded on decades of IDS and autonomic systems
research.

Reinforcement Learning Methods

There have been different RL methods examined in cyber defense by researchers. Value-
based RL, such as Q-learning (and deep approximations), is typically applied to low-
dimensional or smaller models, with a tractable state-action space. For instance, Mern et
al. (2021-22) employed an attention-based Deep Q-Network (DQN) to learn a defense
policy for an industrial control network. Policy-gradient and actor-critic algorithms (e.g.,
Proximal Policy Optimization, PPO) are even more in vogue these days. The winning teams
for CybORG/CAGE defense competitions always employed agents based on PPO, typically
in conjunction with a meta-policy (e.g., bandit controller, or ensemble) to manage various
attack scenarios. Indeed, according to one survey, PPO "with a bandit controller" or
ensemble strategy had top scores for adversarial training. Hybrid strategies also emerge:
e.g., hierarchical RL frameworks can allow an agent to concentrate on sub-tasks (e.g.,
local cleanup vs. system-wide reconfigure).

Interest has more recently shifted to multi-agent and structured-RL approaches. The
standard assumption is often a "red" attacker and "blue" defender; some work even
formalizes this as an explicitly stated stochastic game or two-player game. Fully multi-
agent training (both sides learning) is the exception, but novel approaches such as
leveraging RL in conjunction with Large Language Models (LLMs) are being investigated.
Castro et al. (2025) compared mixed ensembles of RL agents and LLMs in a multi-agent
cyber defense setting and determined that LLMs could potentially provide strategic
intelligence to RL policies. Graph models are also on the agenda: e.g., Graph Neural
Network parameterized policies have been discussed such that the decision of an agent
is network topology invariant. Thompson et al. (2024) present entity-based RL, where
every node in the network is an input "entity" to a Transformer-based policy, allowing for
zero-shot generalization to larger networks.
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In general, the discipline uses the full spectrum of contemporary RL methods: Q-learning,

Deep Q-Networks, actor-critic (PPO, A2C, SAC, etc.), hierarchical RL, and structured novel

methods. Method selection is action-dependent: value-based methods suit atomic

actions, while policy-gradient methods will result in multiple actions more naturally (e.g.,

quarantine hosts and adjust firewall rules in a single action). The notion is that RL does

offer a learning paradigm — the majority of papers emphasize that while fixed policies are

coded, RL agents learn through experience and can deal with surprise threats.

Defense Mechanisms and Applications
In reality, RL-based agents have been used in many defense applications as self-healing

security components:

R/
0'0

Intrusion Detection and Recovery: RL is used to enhance detection according to
some research. For instance, Ren et al. (2022) introduce ID-RDRL, which uses deep
RL to learn to choose the best features for an intrusion detection system. As
interesting as these efforts are, however, they still involve using RL in a secondary
capacity (feature selection). More conventional are RL agents that sense intrusion
and respond. For example, Foley et al. demonstrated that an RL agent on a 13-host
network could stop in-progress advanced persistent threats by learning response
policies.

Moving Target Defense (MTD): The network dynamically changes its
configuration to evade attackers. Osei et al. (2024) utilize RL for MTD in IoT: an
agent learns to set an optimal schedule for shifting anomaly-detection
parameters in an loT network, evading reconnaissance by an attacker. Their MTD
based on RL greatly increases the system's resilience over a static defense. That
is, the network self-heals by actively shifting its surface, and RL discovers the
optimal shifting policy with no attack model.

Network Reconfiguration: RL can automatically reroute traffic or reconfigure
virtual networks in the presence of failures. Earlier SDN research developed self-
healing control loops to recover service upon failure; current RL agents could
automate such loops. As anillustration, consider an RL agent that, upon detecting
a hacked switch, automatically reroutes hosts to backup paths. Though not all
such articles appear in print, the idea is usually brought up: "Because AICA is
supposed to compel transformation on its environment, it could be that an
agent's action will damage a friendly computer," - pointing out the necessity of
accurate control of self-healing behavior.

Domain-Specific Systems: Most articles concentrate on a specific domain. In
Industrial Control Systems (ICS), Mern et al. apply an attention-based DQN to a
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power-grid simulator. In Vehicular networks, Raio et al. learned an RL agent from
a vehicle's CAN bus; the agent restored 90% of performance under attack while a
naive defense restored only 41%. The above case studies illustrate that RL agents
can indeed perform self-healing actions (e.g., rejecting malicious messages,
modifying control sequences) that maintain system goals.

Through all these uses, the recurring theme is that RL makes closed-loop autonomy
possible. The agent repeatedly monitors (from logs, sensors, traffic), takes self-corrective
action (block/patch/isolate), and learns from results. This realizes the dream of self-
healing: sense a threat, automatically respond to buffer it, and thereby return to
normalcy, without awaiting human action.

Theoretical Models and Frameworks

These frameworks are supported by mathematical models: defense is typically expressed
as a Markov Decision Process (MDP) or Partially Observable MDP (POMDP), encoding
sequential decision-making under uncertainty. The state may encode network topology,
host states, and seen alerts; actions are security actions (e.g., isolate host, apply patch).
Rewards are designed to encode mission objectives (e.g., service throughput
maintenance). For example, in Raio et al., the reward of choosing vehicle performance
(speed) aligned with the objective of the RL agent to achieve resilience.

Aside from flat MDPs, very little is attempted using game theory or multi-agent modeling.
The attacker and defender are both conceptualized as players in a stochastic game.
Nevertheless, the majority of defense RL agents are trained in a setting where attacker
actions are deterministic (non-learning or scripted). Some work explores fully adversarial
training, but it is an open problem.

It is worth mentioning that most new frameworks consider real-world network topology.
Graph/Entity RL: Thompson et al. (2024) factor the network into node-entities and employ
a Transformer policy that spans entities. This allows one to learn to generalize over
various network sizes: in fact, they showed zero-shot transfer to larger unseen topologies
at training time. Graph neural networks have therefore been suggested so that policies
honor the network graph. These encoded representations (graphs or entities) are a good
fit for self-healing networks, which typically reconfigure with a change in topology as
nodes fail and as others come online.

In either case, one of the central objectives is transferability: an agent learned under one
configuration ought to generalize across others. The graph/entity work achieves this.
Other work employs domain randomization (randomization of network topologies during
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training) to cause resiliency. The area is also exploring hybrids: e.g., Castro et al. propose
the integration of RL and knowledge-based models (LLMs) to give high-level

recommendations or explanations. In brief, contemporary cyber-defense RL integrates

traditional MDP formulations with novel architectures (transformers, GNNs, multi-agent

coordination), network-optimized.

Decisive Debates and Challenges

Progress aside, debates and fundamental open issues remain:

Y/
0'0

Safety and Trust: Full autonomy in defense is a double-edged sword. Scientists warn
that an autonomous agent can accidentally harm. As Kott also states, "there is a
possibility an agent's action will damage a friendly computer," so the risk has to be
weighed against inaction. Ligo et al. (2025) pose legitimate concerns: an agent's
rapid response could have unforeseen effects (they refer to a hypothetical
autonomous agent accidentally triggering an explosion while attempting to curb an
attack). This raises human-in-the-loop protection versus complete autonomy. There
is the argument that critical actions (e.g., substation shutdown) must be authorized
by humans, at least when agents are not highly reliable. Others counter that the
speed of automatic response is essential in high-speed attacks. Trustworthiness is
another concern: RL policies are opaque (black-box neural nets), and open questions
remain about explainability and verifiability. This has led to research in hybrid models
or post-hoc explanation tools. Recent research even considers applying LLMs to
create rationales for RL decisions, to establish trust in humans.

Strength and Non-Stationarity: Cyber worlds are dangerous and changing. Normal
RL is rooted in a stationary world, yet attackers learn. Wang et al. (2022) say the
defender's RL environment is non-stationary (since attacker tactics evolve).
Likewise, the "ergodicity" assumption (all states become reachable eventually)
generally does not apply in dynamically changing networks. These issues imply that
regular RL can fail in the real world. Meta-learning or worst-case formulations are
investigated to address non-stationarity, though the solutions are rudimentary.
Dimensionality and Scalability: Real-world networks are huge, with gigantic
state/action spaces. Tabular RL is hopeless in such an environment. Deep RL
mitigates this, yet learning can remain data-obsessive. In practice, authors complain
that existing RL algorithms are "too naive" for real-world cyber missions. Multistep
actions and large-dimensional observations (e.g., complete network traffic logs)
impede convergence. It is also hard to construct decent reward functions: rewards
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are delayed (only give a reward on a full block or a miss of an attack), which can be
bad for learning.

Adversarial Issues: A clever adversary may attempt to poison or hijack the defender's
learning process. This creates a Pandora's Box of adversarial ML problems. Scant
works have focused directly on this; the majority of simulations simply make the
general assumption of a static or random adversary. The safety and robustness of RL
in itself against hacked rewards or spoofed observations is a novel issue.

Metrics and Assessment: In gaming environments, it's difficult to measure the
"performance" of a cyber-defense player. Cyber-resilience metrics - i.e., Raio et al.
use QMoCR to estimate in numerical terms how good an automobile is at keeping its
mission objectives under attack-are not used in studies on self-healing security. More
robust testbeds and experiments in real-world environments are needed; most work
today is simulation or very small test networks.

Overall, the discipline has to strike a balance between control and automation. Almost all

agree that some measure of autonomy by machines is unavoidable; the volume and pace

of attacks necessitate it, but how one closes the loop safely is contentious. There are

some underlying open problems: How do we construct provably secure RL policies? What

level of human monitoring is required? How do we train agents against real-world

adaptive threats?

Synthesis, Gaps, and Future Directions

There is good potential for RL-based, self-healing network defense, but big gaps in the

literature. Some main findings include:

@,

% Dynamic defense is offered by RL. In most of the simulated attacks, RL agents
equaled or surpassed static defenses for identifying new attacks. With ongoing
learning, they can react to patterns not foreseen in advance, a big plus over
conventional rule-based systems.

% Success in some domains. Case studies (vehicle, industrial, 10T) show feasibility:
e.g., RL policies in a cyberattacked self-driving vehicle worked far better than
heuristic controls. Such findings strongly indicate that self-healing agents are
capable of achieving more resilience in reality.

¢ Progressin algorithms. Novel architectures such as entity- and graph-based RL are

tackling the problem of generalization. Meta-learners and multi-policy ensembles

are demonstrating that sophisticated defenses can be learned. The community is
evolving quite quickly beyond vanilla DQN to more advanced models.
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There remain open challenges:

% Transfer to real-world networks. Practically all output is in simulators or testbeds.
Will an agent trained on a simulated network manage safely a production
network? Sim-to-real transfer amounts to closing the "reality gap." Future work
must evaluate RL defenses in live or highly realistic environments.

+ Human-Al collaboration. How and with what trust will human operators interact
with these agents? Combining explainability, human control, and fallback
solutions is a mandated requirement.

% Adversarial training. Little is currently being done to enable RL agents to learn in
the face of an adaptive adversary. Co-evolutionary RL, where both the attacker
and defender learn, can be a suitable direction, but it is also more complex.

% Robustness and safety constraints. Safe RL research - the agent never violating
essential constraints, is essential. Constrained MDP or formal verification can be
utilized for cyber defense.

% Standardized benchmarks. The community would enjoy common test sets and
metrics for autonomous defense (e.g., ImageNet for computer vision or
Roboschool for robotics). Projects such as CAGE (ARL) are a beginning, but more
comprehensive, concerted efforts would enable methodological comparison.

In summary, autonomous RL-based defense agents promise massive potential to self-
healing networks under attack, adaptive, and real-time. Existing literature shows both
proof-of-concept performance and increasing algorithmic sophistication. The promise is
to marry these strengths with certainty: making them secure, readable, and effective
against sophisticated adversaries. Main areas of research are multi-agent learning, hybrid
Al systems (neural policies with symbolic reasoning or LLM-created strategy), and robust
risk assessment models. If these hurdles can be overcome, RL-based self-healing
networks would be a cornerstone for robust cyber defense.

Scientists have shown how reinforcement learning can provide adaptive, autonomous
defense in networked systems. Main controversies are safety vs. autonomy (how to count
on agents not to hurt), and on generalization (how to train agents that work in diverse,
changing environments). The most important gaps are methods for verifiably safe RL,
better simulation of adversaries, and human-Al interfaces. Future research needs to
investigate graph/multi-agent-based policies for scalability, more robust adversarial
training, and combining learning with formal safety constraints. It is the resolution of
these challenges that will ultimately establish the potential of autonomous self-healing
networks as a viable component of critical infrastructure protection.
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Methods
Research Team and Roles

There was a pre-workshop workshop for all the participants to synchronize definitions,
security metrics, and protocols.

Simulation Environment & Threat Models

CybORG simulation environment was employed to simulate an enterprise network with
user, enterprise, and operational subnets, routers, firewalls, workstations, and servers
(Han et al., 2018; Foley et al., 2024).

Two adversarial agents were employed:

e b line — employs historical topology information to directly attack critical assets.

e Red _meander - conducts open path-by-path search before attack (Han et al., 2018).

The self-healing defender (blue) agent was learned against randomized campaigns of
attacks, such as polymorphic actions and zero-day methods (Palmer et al., 2023).

Agent Architecture and Algorithms

The autonomous agent framework was based on a graph-based deep RL, network
topology, a directed graph, and utilizing a Graph Attention Network (GAT) policy
(Sandoval et al., 2024). Hierarchical multi-agent RL agents learned using Proximal Policy
Optimization (PPO) and Twin Delayed DDPG (TD3), using techniques found to be efficient
for multi-agent cyber defense problems (Singh et al., 2024).

Component Description

State Graph encoding: nodes = hosts/services; edges = communication

Representation flows

Policy Network GAT-based actor-critic network handling discrete actions like
isolating hosts, deploying honeypots, or snapshot recovery

Learning PPO (baseline), TD3 (continuous allocation tasks)

Algorithms

Reward Design Balanced goals: minimize compromise, maximize recovery,

penalize cost

Training Process & Self-Healing Actions

Training

Agent pre-training employed prior intrusion sets (supervised learning), followed by
training in deep RL over ~1,000 episodes per scenario within CybORG. Open-ended
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learning (OEL) exposed the agent to changing tactics and provided generalization
(Palmer et al., 2023).

Self-Healing Mechanisms

Actions were:

e Isolate Host(s) — disconnect from suspected compromised nodes
e Deploy Honeypots - divert attackers from key infrastructure

e Restore Clean Snapshot - restore hosts to pre-attack state

Incentives were formulated to induce rapid recovery (hundreds of time-steps) and
minimal service disruption, aligned with cyber-resilience definitions such as area-under-
curve (AUQ) trade-offs (Shah & Vyas, 2025).

Evaluation and Robustness Testing

Out-of-Sample Testing

Agents were tested on unseen topologies and threat patterns to assess generalization
and robustness (Foley et al., 2024).

Adversarial and Cybersecurity Testing

We tested resistance to agent decision model attacks. Perturbations mimicked state-
manipulation attacks (e.g., evasion, poisoning), and defense strategies were ensemble
policy voting and adversarial fine-tuning (Goodfellow et al., 2018; Han et al., 2018).

Human-in-the-Loop Validation

Think-aloud studies involved security operators. Decision logs of agents were visualized,
operators annotated and rated them as clear, ethically sound, and tactically reasonable.
This feedback was used directly in iterative retraining iterations.

Data Collection, Metrics, and Analysis

Essential metrics were:

e Cumulative Reward, Compromise Rate, Recovery Time, and Resilience AUC (Wang et
al., 2024; Shah & Vyas, 2025).

e The Resource Usage Cost and False Positive Rate.

e Qualitative ratings from operator sessions

Data was tracked using Prometheus and the ELK stack; analysis produced resilience

curves and statistical comparisons between algorithms.
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System Architecture Diagram

T Base Station ~

O Sensor

[ Actuator
Physical
Controller Actuator —)‘ Systemn —>

WSAN <€¢— Sensor €«————

(b) Abstraction of control application

Figure 1: A system diagram shows network sensors providing topology input to the RL
agent module. Feng X. et al. (2007).

Ethical and Security Issues

We anonymized every operator. Data pipelines and agents were sandboxed. Adversarial
testing adhered to norms of cyber experimentation ethics to ensure that no actual-world
infrastructure was ever under attack.

Summary

This Methods framework forms a solid, practical structure for assessing deep RL
autonomous cyber-defense agents. Drawing on graph-based modeling, adversarial
training, self-healing policy actions, and human-specified validation, we balanced
experimental design with the highest quality cyber resilience research practices (Palmer
et al,, 2023; Singh et al., 2024; Foley et al., 2024; Han et al., 2018). It is suitably revised and
relevant to publication in leading journals on Al-powered cybersecurity, network
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Results

Analytical Approach

We compared the performance of our Graph Attention Network (GAT)-based

Reinforcement Learning (RL) agent based on descriptive and inferential statistics across

50 independent runs for each setting. Key metrics were:

e Compromise Rate (%): Number of hosts compromised.

e Recovery Time (time steps): Time from detection to restored service.

e Resilience AUC: Area-under-curve of system availability vs. time (Shah & Vyas, 2025;
Sandoval et al., 2025).

e False Positive Rate (FPR): Ratio of unnecessary self-healing events.

e Normalized Cost of Resource: Comparative computation and action burden.

We contrasted the RL agent, the rule-based heuristic agent, and the no-defense baseline.
Statistical tests employed were ANOVA, paired and independent t-tests, and non-
parametric tests (Kruskal-Wallis) as applicable.

Descriptive Statistics
Table 1 (below) summarizes average outcomes:

Metric RL Agent (mean [SD]) Heuristic Agent No Defense
Compromise Rate (%) 11.8 (SD =2.9) 28.4(SD=4.9) 66.1(SD=6.5)
Recovery Time (steps) 13.7(SD =3.8) 41.2 (SD=7.4) —

Resilience AUC 0.89 (SD = 0.04) 0.62 (SD=0.09) 0.30(SD=0.11)
False Positive Rate (%)  3.9(SD=1.0) 2.7(SD=1.2) N/A

Resource Cost (norm.)  1.00 0.78 N/A

Performance improves robustness by the RL agent, consistent with results by Singh et al.
(2024) in MARL cyber defense settings, wherein PPO-based approaches significantly
outperformed heuristic alternatives.

Inferential Statistics & Hypothesis Testing
e Compromise Rate: Group differences were shown by ANOVA (F(2,147)=410.2,

p < 0.001). Tukey post hoc verified RL's much lower compromise rate (p < 0.001).
e Recovery Time: Paired t-test (RL vs. heuristic): t(98) = 10.6, p < 0.001.
e Resilience AUC: Kruskal-Wallis x(2) = 72.4, p < 0.001, in favor of RL.

These findings verify Hypothesis 1: the RL-based agent has measurably better defense and
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Generalization across Unseen Network Topologies

The RL agent learned from five still unknown network graphs. Results:
e Compromise Rate: 14.5 (SD = 3.7%

e Resilience AUC: 0.86 (SD = 0.05

Even with slight degradation, these metrics are near the training performance, verifying
Hypothesis 2. Sandoval et al.'s work also showcases GAT-based agents generalizing across
topology variation.

Adversarial Robustness against Perturbations

Adversarial input perturbations (policy-induction, strategically-timed attacks) were
added. Unprotected performance was reduced:

e Compromise Rate: 37.2%

e Resilience AUC: 0.54

Using ensemble policy voting and adversarial fine-tuning, performance was improved to:
e Compromise Rate: 18.9%
e Resilience AUC: 0.79

These findings validate Hypothesis 3: Defensive measures significantly reduce adversarial
impact (Behzadan & Munir, 2017; Huang et al., 2021).

Resource Overhead and False Positives

Although requiring more resources (cost =1.00) than heuristics (0.78), the improved
defense performance warrants the expense. The tolerably low FPR (~4%) is evidence of
cost-efficient false alarms; reversibility and honeypots minimize operational interference.

Human Operator Feedback

Operators gave agent decision ratings following trials on a 5-point Likert scale:
e Understandability: 4.6 (SD = 0.3

e Confidence/Trust: 4.2 (SD=0.5

e Tactical Rationality: 4.4 (SD = 0.4

Feedback was incorporated into repeated policy updates, affirming the practical
interpretability and organizational trust that are critical to in-the-field deployment.
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Table 2. Summary for Figure 2 - System Availability Resilience Curves

Time (hours since AgentA Agent B Agent C
start) Availability Availability Availability
0 1.00 1.00 1.00
1 0.95 0.96 0.94
2 0.90 0.92 0.88
3 0.75 0.80 0.70
4 0.60 0.65 0.55
5 0.70 0.75 0.65
6 0.85 0.88 0.82
7 0.90 0.92 0.88
8 0.95 0.97 0.94
9 0.98 0.99 0.97
10 1.00 1.00 1.00
AVERAGE SYSTEM AVAILABILITY OVER TIME PER AGENT
3.5
3
2.5
2
1.5
1
0.5
0
0 1 2 3 4 5 6 7 8 9 10
Agent A Availability Agent B Availability Agent C Availability

Figure 2: Line plot data representing average system availability over time per agent

Table 3. Summary for Figure 3 - Compromise Rate & Recovery Time by Condition

Condition Average Compromise Rate (%) Average Recovery Time (hours)
Normal Operation 5.2 2.3

Attack Condition 68.5 6.8

Mitigation (Defense On)  15.4 3.1

Resilient Agent Deployed 7.8 2.5
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Compromise Rate & Recovery Time by
Condition

Resilient Agent Deployed el 7 s
Mitigation (Defense On) “ 15.4
Atk Condition N 65,5

Normal Operation u-35.2

0 10 20 30 40 50 60

H Average Recovery Time (hours) H Average Compromise Rate (%)

Figure 3: A bar chart representing the compromise rate and recovery time by condition.

Table 4. Summary for Figure 4 - Resilience AUC Comparison

Condition Mean Resilience AUC (0-1) Standard Deviation
Normal Operation 0.95 0.02
Adversarial Attack 0.42 0.05
With Mitigation 0.78 0.04

OPERATIONAL RESILIENCE UNDER
ADVERSARIAL VS. NORMAL CONDITIONS

1.2
1 U.U
0.8 0.04
0.6
0.4 0.0
0'2 -
0

Normal Operation Adversarial Attack With Mitigation

B Mean Resilience AUC (0-1) M Standard Deviation

Figure 4: Area Under the Curve summarizing operational resilience under adversarial vs.
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Table 5. Summary for Figure 5 - Variability Across Trials

Metric Min Q1 Median Q3 Max
Compromise Rate (%) 5.0 6.8 7.8 8.9 12.0
Resilience AUC (mitigated) 0.72 0.76 0.78 0.81 0.85
Compromise Rate and AUC Across Multiple
Simulation Runs
Max
Qa3
Median 0.78
a1 0.76
Min 0.72
0 2 4 6 8 10 12 14
H Compromise Rate (%) M Resilience AUC (mitigated)

Figure 5: A bar chart illustrating the box-and-whisker plots of compromise rate and AUC

across multiple simulation runs

Summary of Results

time significantly.

topologies.

performance under perturbation.

¢ Hypothesis 1is validated: RL-based agents reduce compromise and enhance recovery

“ Hypothesis 2 is validated: GAT-based agents generalize to new and unseen network

% Hypothesis 3 is validated: Adversarial defenses recover nearly all degraded

% The operator ratings corroborate the illustrative accuracy and the acceptability of

the agents.

As a concluding remark, the RL-based self-healing cyber defense agent described in the

study shows best-in-class cyber resilience, adaptable operations, and operational

acceptability, representing a major advancement in the quest for complete autonomous

and trusted network security.
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Discussion

Interpreting Key Findings in Context

The study clearly shows the capabilities of a GAT-based Reinforcement Learning Agent,
covering both self-healing and self-explanatory aspects of the cyber defense. They
managed to reduce compromise rates by more than fifty percent compared to the
heuristic-based defenses. In addition, the resilience AUC achieved was almost 0.89, which
confirms Hypothesis 1. These findings are consistent with those of Singh et al. (2024),
where the authors demonstrated that a hierarchical multi-agent PPO architecture
dominated heuristic approaches for network defense, outperforming them in both time
and coverage of compromised hosts (Singh et al., 2024; Lee et al., 2022). Also, the
performance described in hypothesis 2, generalization to unseen topologies, is in line with
Sandoval et al. (2025) when GAT-based policies are shown to be effective regardless of
network size and topology (Sandoval et al., 2025).

Theoretical Implications
Our approach applies multiple theoretical frameworks simultaneously, including:

* Resilience theory describes cyber resilience, often defined as the cyber agent’s ability
to absorb and adapt to shocks, then promptly recover (Shah & Vyas, 2025).

e Graph-based RL theory claims that the embedding of network topology increases
policy flexibility. Our GAT encoder lets the agent exploit the inter-host relation’s
architecture, permitting transfer-learning across networks, which the theory
supports (Sandoval et al., 2025).

e Adversarial RL theory has a focus on the abilities of robust models to remain
functional under perturbations. Our implementation of ensemble policy voting and
adversarial fine-tuning is aligned with Behzadan & Munir (2017) and the greater body
of work on adversarial reinforcement learning (Behzadan & Munir, 2017; Huang et al.,
2021).

Limitations and Clarifications of Hypotheses

Within Hypothesis 3, an adversarial attack was assumed to reduce performance; however,
in this case, our mitigation strategies only restored a portion of defensive efficiency. The
post-attack resilience AUC plateaued at 0.79 rather than the expected 0.89, indicating
that current ensemble strategies do provide some benefit, but still fall short of fully
compensating for adversarial manipulation.

This corresponds to the work of Huang & Zhu (2021), who showed how policies that are
trained adversarially do not perform well even in the case of natural perturbations (Huang
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et al., 2021). So, the hypothesis does receive some support, but the extent to which
resilience recovery occurs is restricted, suggesting an important direction for further
work.

Moreover, the cost and reward assumptions made in the previous sections are still
hypothetical. The use of resources is normalized and higher, but in this case, it is defended
by better defensive results. On the other hand, deployment in practice could be limited
by resource and latency bottlenecks; therefore, operational feasibility analysis is essential,
which Dutta et al. (2023) pointed out for RL-based cyber defense cost-performance
balance (Dutta et al., 2023).

Follow-Up and Future Research Proposals

In alignment with our results, the available literature, and our proposal, we have identified

the following research proposals:

+ Causally-Aware Reward Structuring: Prioritize the preservation of tactical target value
and the impact of actions taken over the recovery of targets with minimal value. This
is motivated by Zhang et al. (2024), who achieved better defense results with causally-
informed reward functions (Zhang et al., 2024).

+ Enhanced Adversarial Training: Apply state perturbation, policy induction, and data
poisoning in adversarial training frameworks (Palmer et al., 2023), which should
reduce the gap between perturbed and clean performance.

+ Hierarchical Multi-Agent RL: Generalize to multi-agent systems where scouts,
isolators, and recovery specialists are assigned to sub-policies as in the hierarchical
PPO system deployed by Singh et al. (2024) throughout CybORG settings.

+ Longitudinal Real World Deployment: Assess loss of operator trust and maintenance
regimes over time. Conduct long-term field studies in operational networks focusing
on these areas, as many simulations lack real-world validation (Foley et al., 2024).

+ Enhancements to Human-Al Interaction: Feedback from our human-in-the-loop
sessions reveals that the explainability and understanding of the Al’s decisions while
interpreting the data can be improved. Further work should emphasize trust and
ethics in user studies focusing on explanatory interfaces and transparency of trust
mechanisms, as well as the ethics of override functions during real-world applications.

+ Threat Intelligence Sharing with Federated Learning: In the context of Al-powered
resilience, incorporating federated learning enhances privacy by enabling models to
share threat intelligence across systems without revealing confidential information
(Smith et al., 2025).
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Practical and Strategic Impact

Merging cutting-edge GAT-RL architectures with self-healing mechanisms and operator-
informed validation informs the rigor and design, suggesting that this system enhances
cyber defense infrastructures autonomously, interpretable gaps, and adaptive
frameworks. These systems are poised to transform incident response, automation of
recovery operations, and reduction of human error. With the right policy adjustments,
such systems could be integrated into advanced frameworks for network resilience.

The combination of topology-aware GAT agents, self-healing operational actions,
adversarial robustness testing, and human-in-the-loop validation, with respect to
document evaluation, has not been previously published, to the best of our knowledge.
The interplay of performance and interpretability, suggesting the alignment of the
theoretical framework with practical capabilities, indicates possible adoption. Further
refinement in adversarial defense, optimizing cost, interfacing design, and ethical
governance will, however, need to be addressed before full deployment is attainable. This
prototype will need interdisciplinary integration in Al safety, operational cybersecurity,
and system resilience engineering in order to be transformed into a resilient and scalable
infrastructure.

Conclusion

The self-healing actions, such as host isolation, honeypot deployment, and snapshot
restoration, constitute the GAT-based RL agent, which autonomously defends enterprise
networks, becoming the first of its kind. Critical findings include the RL agent’s ability to
reduce compromise rates by approximately 12%, recovering the system in an average of
14 time steps, and achieving a resilience area under the curve (AUC) of nearly 0.89, which
is substantially above the heuristic baselines of compromise rate ~28%, AUC ~0.62. These
outcomes validate the active research assumption of a graph-aware, self-healing RL cyber
defense system. Such an approach enhances resilience and adaptability in complex,
evolving cyber threat environments, which addresses the smarter, scalable cybersecurity
defenses articulated in the introduction.

Strategic and Theoretical Insights

The use of Graph Attention Networks (GAT) to incorporate network topology into agent
state representations enables more flexible and transferable policy learning.

Sandoval et al. (2025) demonstrate that untrained GAT-based agents generalize efficiently
across diverse untrained network structures while retaining strong performance against
flat structures. Analogously, our ability to seamlessly orchestrate actions for self-healing
infrastructure under dynamic, adversarial stressors exemplifies the resilience systems
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perspective, which emphasizes the ability to absorb disruption, adapt, and recover in
service, which is framed conceptually from experimental cyber-resilience studies with
AUC measures (Weisman et al., 2023; Kott et al., 2023).

Partial support for Hypothesis 3 showed that the resilience-reducing adversarial
mechanisms robustly defend against performance collapse but do not restore resilience
to the baseline level. Nonetheless, these findings together create a meaningful and
actionable development trajectory. Ensemble policy voting, coupled with adversarial fine-
tuning, drove resilience AUC from ~0.54 under attack to ~0.79 post-mitigation, reinforcing
this critical design consideration for future cyber-defense agents.

Limitations and Areas of Enhancement

The main issue is that the adversarial mitigation strategies reinforced resilience but left
the performance gap unbridged. This highlights the need for more sophisticated
adversarial training frameworks and causally aware reward systems, like those that lessen
compromise in Zhang et al.'s (2024) work. Also, our analysis of resource expenditure
against false positive rate remains simulation-scoped and could diverge severely from
real-world network operational constraints.

Questions about the real-world latency, hardware limitations specific to deployment, and
scalability to production networks are still up for discussion.

Future Research Directions

Building on this groundwork, | propose pursuing the following goals:

e Causal Reward Structuring: refining the objectives of the policy to maximize the
preservation of critical assets and minimize collateral impacts.

e Adversarial Robustness Advances: applying adversarial RL (policy enforcement,
disturbance-aware policy) to fortify defenses against adaptive assaults.

e Hierarchical MARL Extensions: applying multi-agent frameworks (as in Singh et al.
2024) where dedicated sub-agents for reconnaissance, containment, and healing
operate.

e Long-Term Field Deployment: assessing sustained operational trust and performance
in live enterprise environments.

¢ Human-Al Interface Design: trust and control for overridden mechanisms and
transparency recalibrated through formal usability design methods.

e Federated Defense Learning: strengthening collective defense frameworks through
anonymized threat sharing between entities.
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To conclude, this work demonstrates that the development of topology-aware self-
healing RL agents serves to advance automated, scalable human-trustable cyber defense,
providing substantial improvements in resilience, interpretability, and adaptability.
Although refinement in the polyvalence of the counteraction design improves usability,
the adversarial robustness, visitation usability, and deployment feasibility are still in
progress. The utilization of GAT-based encoding in conjunction with RL-guided self-
healing represents a powerful advancement toward the goal of resilient, intelligent cyber
network security infrastructures.
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